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Executive Summary  
There is insufficient evidence available to allow independent observers to state reliably 

whether the results declared in the May 2008 elections for th e Mayor of London and the 

London Assembly are an accurate representation of votersô intentions. Given these 

findings, the Open Rights Group (ORG) remains opposed to the introduction of e -

counting in the United Kingdom, unless adopting ORGôs recommendations for 

increasing the transparency around e -counting can be proved cost effective.  

The Mayor of London has the largest personal mandate of any politician in the UK, and the third 

largest mandate of any politician in Europe. Since the Greater London Authority was established 

in 1999, votes in elections for Mayor of London and for the 25-member London Assembly have 10 

been counted electronically.  

May 2008 offered the first opportunity for independent observers to scrutinise the London 

elections. ORG deployed 27 volunteer election observers, officially accredited by the Electoral 

Commission, to observe the e-count on 2 May 2008. For ORG, the opportunity to observe the e-

counting of the London vote was particularly important; one of the key concerns ORG has 

expressed over the use of technology in elections has been that it obscures the workings of 

elections from outside scrutiny. 

Management  
ORG commends London Elects for delivering the May 2008 elections without significant 

procedural hitches. ORG also commends the spirit in which London Elects has sought to 20 

enhance transparency around the May 2008 London e-count. However, ORG has identified 

several areas where the workings of the e-counting systems obscured crucial elements of the 

election from candidates, agents and independent observers, as well as from election officials. 

Transparency  
This report identifies several key aspects of the election where the level of transparency is not 

yet adequate ð to the extent that there is insufficient evidence available to independent 

observers to state reliably whether the results declared are an accurate representation of the 

intentions of Londonôs voters. 

Recording of valid votes  

On the day of the count, efforts towards transparency around the recording of valid votes were 30 

nothing more than pretence. As a result, many ORG observers concluded that they were unable 

to observe valid votes being recorded. The hundreds of screens set up by the scanners showed 

almost meaningless data to observers, party candidates and agents, while officials admit that 

underneath the system was likely to be recording blank ballots as valid votes. 

Indra Service Desks  

Indra, the company with whom London Elects contracted to deliver the e-count system, had 

equipment directly connected to the counting servers to which observers had limited or no 
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access. This, in ORGôs opinion, is a critical issue. ORG views this as a serious gap in the chain 

of accountability. 

Source Code Audit  40 

London Elects commissioned a partial source code audit from KPMG. However, due to reasons 

of commercial confidentiality, which appear to have been unforeseen, London Elects has been 

unable to publish that audit, as well as another audit undertaken by KPMG on the counting 

infrastructure. Tools for source code audit provide limited assurance and are no substitute for a 

thorough manual audit of the live count. However, if the audit commissioned from KPMG is to 

be understood as a transparency measure, then it is unacceptable that the results are not 

available in full to the general public. 

Even if the KPMG audit were published, the fact that its scope precludes examination of some 

of the codebase involved in delivering the London elections ð including the code that 

recognises votersô marks ð limits its usefulness as an aid to transparency. ORGôs more 50 

fundamental concern is that even a full audit, published and made available to the public in 

good time before the election, would exclude candidates and agents who lack the technical 

skills necessary to interpret it from undertaking their traditional roles as election observers. 

System Design  
Several observations made during the e-count highlighted poor system design. 

Inflexibility  

At the ballot box verification stage, count staff were unable to record reasons why ballot boxes 

had been approved despite significant discrepancies between the number of ballots scanned 

and the number of ballots polling station staff had recorded as being in the box. In terms of a 

retrospective audit, this flawed process and its accompanying lack of data introduces an 60 

unacceptable level of uncertainty in the declared results. In at least two constituency member 

elections the absolute variance between ballot paper accounts from the polling station and 

number of ballots recorded as scanned by the system exceeds the margin of the winning 

candidate. 

At the second-level adjudication stage there were problems when the system did not allow the 

CRO to go back on an adjudication decision once it had been recorded after a party agent 

observed a valid vote being rejected. 

Error Mess ages  

Error messages generated by the vote database and observed frequently at the scanning stage 

indicate poor software quality and/or lack of quality control. 70 

Bugs and freezes  

An unexplained bug, which appeared to cause the system to auto-process ballots, was briefly 

observed at the first-level adjudication stage. A system freeze was observed at the second-level 

adjudication stage.  
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Ballot Paper retrieval  
No observer reported seeing CROs retrieve paper ballots where scanned images were 

insufficient to determine voter intention. ORG has received assurances from London Elects that 

the system was designed so that paper ballots could be retrieved where necessary. That no 

CRO chose to exercise this ability represents either poor training or a cavalier attitude toward 

voter disenfranchisement.  80 

Conclusion: what cost functional e -counting?  
Many of the problems observed by the ORG team can be solved, but it is important to ask: at 

what cost? ORG makes several recommendations to improve the transparency of any future 

e-count, but ORGôs headline recommendation is that London Elects undertake a full cost-benefit 

analysis of the electronic count, setting it against a properly-costed manual count of a similarly 

complex election.  

There is insufficient evidence available to let independent observers reliably state whether the 

results declared in the May 2008 elections for the Mayor of London and the London Assembly 

are an accurate representation of votersô intentions. Given these findings, ORG remains 

opposed to the introduction of e-counting in the United Kingdom, unless it can be proved cost-90 

effective to adopt ORGôs recommendations for increasing transparency around e-counting.



Open Rights Group 8     May 2008 Election Report 



Open Rights Group 9     May 2008 Election Report 

The May 2008 Elections in London  
The Mayor of London has the largest personal mandate of any politician in the UK, and the third 

largest mandate of any politician in Europe. The position, along with the 25-member London 

Assembly, was established by the Greater London Authority Act 1999. 1 May 2008 saw the third 

set of elections for the Mayor of London and the London Assembly since this act received Royal 

Assent. 

The Electoral Administration Act 2006, including the provision that allows for formal election 100 

observation, applied to the London Election for the first time this year. This report will focus 

primarily on the results of the elections observations carried out by ORG during the London 

elections. It is informed by the organisationôs experience of observing the May 2007 local 

electronic voting and electronic counting pilots in England and Wales and the May 2007 

electronic count in Scotland1.  

Since the establishment of the Greater London Authority, the Mayor of London has been elected 

using the Supplementary Vote system, which invites voters to make a supplementary (second) 

choice of candidate. The 25 London Assembly Members have been elected using an Additional 

Member System, a combination of the First-Past-The-Post system and party list voting. All three 

elections (in 2000, 2004 and 2008) have been counted electronically, or ñe-countedò.  110 

The 2008 elections saw London Elects, the independent body in charge of organising the 

elections, enter into a contract with a new supplier, Indra. The previous two elections were 

conducted with equipment supplied by DRS (Data Research Systems). London Elects issued a 

call for tenders in August 2006 and, having received tenders from their shortlist of three 

suppliers in December 2006, entered into a contract with Indra in April 2007. The following 

month, e-counting in local elections in Bedford and Breckland that used systems supplied by 

Indra experienced serious problems2. 

London Elects states that because of the different voting systems involved in the elections for 

London Mayor and the London Assembly a manual count of the ballots would take around three 

days. It is unclear how that approximation has been arrived at and ORG would welcome a full 120 

cost-benefit analysis comparing the electronic and manual options for counting the London vote. 

London Elects has estimated the cost of the May 2008 elections at around £19 million. Of this, 

£12 million goes direct to the London boroughs and £7 million is allocated to central costs; the 

Indra contract represents £4.5 million of this £7 million. The £4.5 million figure is provisional ð 

at ORGôs meeting with London Elects on 28 May 2008 ORG was told that it was likely to 

increase and that final costs would not be known until around 18 months after the election. 

Demonstrations  
Having contracted with Indra in April 2007, London Elects had just over a year to prepare for the 

May 2008 elections. Observations during the pre-election period were limited to a demonstration 

                                                
1
 Open Rights Group May 2007 Election Report (June 2007) 

2
 ibid 
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attended by two observers on 2 November 2007, a meeting with London Elects on 22 January 130 

2008 and an observer briefing on 29 April 2008. ORG met again with London Elects on 28 May 

2008. 

On 2 November 2007, ORG was alerted by a journalist that a media demonstration of e-

counting equipment to be used in the London elections was taking place in City Hall that day. 

ORG contacted London Elects, and were informed that London Elects was unwilling to invite 

ORG to this demonstration as it had been specifically designed for members of the press, but 

that ORG would be welcome at a demonstration taking place later the same day designed for 

party agents and potential candidates. Two ORG observers (both accredited to observe 

elections in 2007) attended this demonstration.  

At the demonstration, attendees were told that London Elects had performed several trials of the 140 

equipment. A trial involving 6,000 ballots had taken place in June 2007, and a trial where 

120,000 ballot papers were both scanned and manually counted had taken place in September 

2007, as part of wider ñuser acceptance testingò. This latter trial was said by Deputy Returning 

Officer (DRO) John Bennett to have demonstrated 100% accuracy. It emerged in later meetings 

with London Elects that the manual counts had been repeated until the number of votes counted 

manually matched the number recorded electronically. ORG is not satisfied that this testing 

justifies the statement that the electronic counting equipment is 100% accurate; what it shows is 

that on one occasion a count, count and count again approach eventually led to a manual tally 

that matched the electronic count.  

During the demonstration, ORG observers asked questions about the possibility of manually 150 

recounting a statistically significant sample of ballots on count night. They were told that such a 

measure was undesirable as it would ñaggravate the situationò. In a later meeting with London 

Elects, DRO John Bennett appeared to suggest that the Greater London Authority Election 

Rules 2007 did not allow mixing manual and electronic counting of ballots, although he did 

express an interest in finding out how large a statistically significant sample would have to be. 

It was at this demonstration that ORG first heard that London Elects planned to commission an 

audit of the source code of the software deployed in the e-counting system (see The Audits). 

Generally, the demonstration was well designed and well attended, and London Elects officials 

were ready and able to answer questions about the system and its deployment on count night. 

Apart from the two ORG observers, attendees asked very few questions about the system, and 160 

focussed instead on questions about the likely outcomes of second-level adjudication decisions. 

At best, this demonstrates a high level of trust between political parties and London Elects; at 

worst, this demonstrates a complete lack of understanding of the increased risks associated 

with introducing computers into the election process. 

Before the demonstration began, ORG observers were asked by a member of the London 

Elects team to limit the number of detailed questions they asked about the technology because 

such questions would not be of interest to the other attendees. At the demonstration, ORG was 

told that a further demonstration would be organised specifically for independent observers like 

ORG. However, no such demonstration took place. At an observer briefing on 29 April 2008 
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(where again, ORG was asked by members of the London Elects team to limit technology-170 

specific questions for the sake of other audience members) it emerged that demonstrations for 

observers had indeed been planned, but that these plans had been shelved because 

subsequent events took up more time than anticipated. As a result, many ORG observers felt 

less prepared than they would like to have been before entering the count centres on 2 May 

2008. London Elects did prepare an E-Counting Factsheet, as well as a two-minute video about 

the process. However, these were aimed at a non-technical audience, and did not compensate 

for the lack of an observer-specific demonstration. 

Meeting London Elects  
On 16 January 2008, ORG met with senior members of the London Elects team including DRO 

John Bennett. 180 

The meeting presented an opportunity to discuss in more detail London Electsô plan for an audit 

of the source code. ORG learned that KPMG had been engaged to perform this audit, while 

Deloitte would audit the information security elements of the count. ORG learned that the KPMG 

audit would only apply to the source code of the application layer software deployed at the 

count, and not, for example, the underlying computer operating system, which London Elects 

said at that meeting would be Windows 2003. Although ORG accepts that auditing the source 

code of a proprietary, third-party system would present significant challenges to London Elects, 

ORG notes that there is no technical requirement to use Windows. ORG further rejects the 

notion that óauditabilityô of the entire system was not an appropriate requirement for the tender. 

At the time of the meeting, plans for code audit were still in draft, and ORG was given 190 

assurances that we would receive a finalised audit plan as well as system design documents 

and a confirmed date for code lock-down and (once completed) the audit reports themselves. 

ORG left the meeting impressed with the measures London Elects intended to take with regards 

to the security and transparency of the electronic count, as well as the openness with which the 

organisation was prepared to deal with ORG. In particular, measures to ensure as far as 

possible that the system deployed matched the one used in test looked well thought-out. These 

included holding the code in escrow and transferring it to an image server and specifying a final 

date for code lockdown (after which no more changes to the code would be permitted). 

The Audits  

After ORGôs January 2008 meeting with London Elects, ORG did not receive a finalised audit 200 

plan, nor did ORG receive system design documents. ORG was told on 6 June 2008 that the 

date for code lockdown had been 17 April 2008. At time of going to press, London Elects has 

been unable to supply ORG with copies of either the code audit produced by KPMG, or a 

subsequent infrastructure review also commissioned from KPMG. Information available on 

these audits is extremely limited and takes the form of two Executive Summary documents. 

With respect to the source code audit, the only substantive information on the system itself 

available to the public (the reports' ñSummary of findingsò and ñNext Stepsò) amounted to under 

200 words of text, despite the fact that the report identified ñfour medium and three low risk 

issuesò. 
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ORG met with London Elects again on 28 May 2008. At this meeting ORG was informed that 210 

ñfewò of the risks identified by KPMG had been addressed in source code changes, because 

they were mitigated by physical security factors. The KPMG executive summary reveals that the 

source code audit excludes source code relating to scanning and recognising votersô marks. 

ORG was told that this was because the software deployed, Softgrid, was, like the operating 

system, a third-party, proprietary product. Since scanning and recognising votersô marks is, in 

ORGôs view, the central function of the e-counting system, the fact that the audit excluded this 

function entirely is problematic. 

Tools for source code audit provide limited assurance and are no substitute for a thorough 

manual audit of the live count. Nevertheless, the process of a KPMG audit was highlighted by 

London Elects as an added layer of transparency, and not simply an exercise in quality 220 

assurance. Certainly, Constituency Returning Officers used the KPMG audits to reassure party 

agents and candidates later, when problems arose at the declaration stage (See Declaration > 

At the Count Centre). 

At the Observer briefing on 29 April 2008, DRO John Bennett gave public assurances that all 

the audit reports (the two KPMG reports, the Deloitte audit and the Cragg Ross Dawson ballot 

design research) would be available in full to the general public. And yet, to date, the KPMG 

audits remain unpublished. If the audits were intended to engender public trust in the systems 

employed to count votes on 2 May 2008, the fact that London Elects has had to delay, perhaps 

permanently, their release to the general public has if anything had the opposite effect. This 

situation only serves to highlight the problems that may arise when the very public function of 230 

running elections is mixed with issues of commercial confidentiality and proprietary code. In the 

context of a public election, it is unacceptable that these issues should preclude the publication 

of the KPMG audits.  

The audit prepared by Deloitte was undertaken as part of London Elects' annual audit 

programme and has been published in full. It does a good job of checking that London Elects 

had plans in place to ensure that it could competently manage the 2008 elections. However, in 

several places Deloitte stresses that it is London Elects that has the specialist election 

knowledge. The auditors were not in a position to judge whether the election was conducted 

fairly or properly, nor was this audit designed to detect fraud or corruption. 

Rule changes  240 

ORGôs post-election meeting with London Elects also revealed that it had been unhappy about 

incorporating late rules changes into the software. These changes were ostensibly motivated by 

the publication, in May 2007, of the Gould Review of the Scottish elections3, which demanded 

that London Elects and Indra make changes to the software so that party candidates and agents 

could view automatically rejected blank ballots if they wished. Incorporating these late changes 

was one of the reasons why the "drop-dead" date for code lockdown was pushed back (to 17 

April 2008, just over a fortnight before the election).  

                                                
3
 Ron Gould Independent review of the Scottish Parliamentary and local government elections 3 May 

2007 (October 2007) 
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Business continuity and contingency planning  

2008 offered a rare opportunity to see the business continuity and contingency planning of 

London Elects put to the test, as flooding in the local area caused power cuts to City Hall 250 

several days before the election. These unforeseen events did cause some difficulties: 

candidates and agents needed to pick up their passes to enter the count on the door at Count 

Centres rather than have the passes posted to them; London Elects missed three meetings with 

Indra, which caused further delay in releasing the code audits. However, relative to the 

operation London Elects was running, these difficulties are minor, and ORG commends London 

Elects for delivering the election in such challenging circumstances. 
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Becoming Observers  
The Electoral Administration Act 2006 allows accredited election observers to operate in the 

United Kingdom. This brings the United Kingdomôs electoral regime into line with the majority of 260 

democracies around the world. The May 2008 London elections would mark the first time this 

new legislation could be applied in London. For ORG, the opportunity to observe the e-counting 

of the London vote was particularly important. A key concern ORG has expressed over the use 

of technology in elections has been that it obscures the workings of elections from voters and 

candidates4. 

Recruitment and Registration of Observers  
ORG recruited volunteer election observers from the general public. To help recruit volunteers, 

ORG used the website PledgeBank.com to create a pledge which asked people to ñdedicate 

2nd May 2008 to observing the electronic counting of votes for the London mayoral and London 

Assembly elections, to help protect the integrity of our elections and to independently verify any 270 

problems that occur with e-counting systemsò5. The pledge was launched on 22 January 2008 

and had attracted 31 volunteers by the time it closed on 1 March 2008. 

ORG chose to create its own registration pack incorporating, with permission, content from the 

Electoral Commissionôs registration materials. This greatly aided the administration of collecting 

the required signatures, personal information and photographs into ORGôs organisational 

submission which, with the addition of a few late registrations, was accepted and processed 

efficiently by the Electoral Commission. Accreditation badges were received by ORG observers 

by 10 April 2008, when ORG held the first meeting of the observation team. 

To guide ORGôs work, the following terms of reference for the observation mission were 

developed: 280 

 to evaluate the integrity of technologies and processes used in the electronic count; 

 to examine whether the electronic count might increase the risk of electoral fraud or error; 

 to observe whether the electronic count risks the secrecy of the ballot; and 

 to collect the views of voters, candidates and officials on the e-counting scheme. 

To further assist the observers in their task, ORG wrote a handbook6 based on international 

best practice guidelines such as those from the OSCEôs Office for Democratic Institutions and 

Human Rights. The handbook also included guidance relating specifically to the technologies to 

be used and to UK law. Resources for observers were gathered together on a public wiki page7, 

                                                
4
 See Open Rights Group Electronic Voting: A challenge to democracy? At 

http://www.openrightsgroup.org/e-voting-main/e-voting-briefing-pack/  
5
 http://www.pledgebank.com/electionwatch08 

6
 http://www.openrightsgroup.org/wp-content/uploads/observer_handbook_2008.pdf 

7
 http://www.openrightsgroup.org/orgwiki/index.php/London_Elections_in_2008 
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to allow the task to be undertaken collaboratively. Evaluation forms, modelled on forms used by 

the OSCE in international observation missions, were developed. Observers joined a private 290 

email discussion list to talk through plans for the count day. For election day and count day, 

observers were issued with location-specific quick reference sheets and briefing papers, along 

with a distinctive T-shirt to help voters, candidates and election workers understand who they 

were. 

Contacting CROs  
ORGôs specific focus on the e-count meant it was desirable to contact Constituency Returning 

Officers (CROs) to introduce the organisation and our mission before count day. Each CRO had 

ultimate jurisdiction over his or her constituency count compound, including the power to throw 

out observers if their behaviour was judged to be disruptive. ORG experienced some difficulty 

establishing the limits of CROs' competence with regards to count-centre wide activity such as 300 

granting permission for the use of photographic equipment. However, ORGôs approach of 

openly engaging with CROs, both prior to the count and on count day itself, turned out to be 

fairly effective and ORG observers established generally good relations with CROs on count 

day.
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Polling  
Accredited observers were able to observe 

at polling stations on 1 May 2008, as well 

as to observe the opening of postal votes. 

Observers were asked to fill out Polling 

Place Evaluation Forms (see Appendix III), 310 

as well as to take freehand notes on what 

they saw during the day. The information 

that follows tends to focus on those 

elements of polling that were affected by 

the e-count. For a full analysis of polling 

station activity, see the quantitative report 

in Appendix I. 

At polling stations, voters were observed 

asking for help with or more information 

about first and second choice votes on the 320 

Mayoral ballot. Despite ð or occasionally 

in the absence of ð instructions from 

polling staff, voters were observed folding 

ballots before placing them in the ballot 

boxes. One Presiding Officer did not issue 

instructions to voters, but instead stood 

close to the ballot box and asked people to 

unfold as they approached it, occasionally 

handling completed ballots himself. Another 

told observers that folded ballots could be unfolded at the count centre so he wasnôt overly 330 

concerned about ballots entering the box folded. Observers received no reports from Presiding 

Officers about voters querying the new ñofficial markò (the barcode) or the absence of the old 

official stamp. Several voters did report to observers that they were unhappy about using a 

pencil and would have preferred using a pen. One or two observers reported overcrowding, and 

one observer reported a loose seal on the ballot box. 

One observer received reports from various Presiding Officers and Polling Clerks that they were 

unhappy with the design of the ballot boxes. One Polling Clerk commented that the box did not 

look official enough (other comparisons included boxes for containing wine, or boxes bought at 

Ikea). In another polling station, the same observer reported that the chute section of the ballot 

box was missing. The Presiding Officer explained that he had received no instructions on how to 340 

put it together. 

Family voting and other instances of invasion of voter privacy were frequently reported by 

observers. One observer reports being told by a Presiding Officer that family voting was 

ñendemic for Continentals and Indians. Itôs part of their culture. I canôt stop it, so why fight it?ò. 

ORG is shocked by this attitude. 

Figure 1: An ORG observer 


